
























































Syllabus for Minor Elective (2 Credit) course  
 

Introduction to India’s National Security 
 

Course Code: STS - xxx 
Course Type: Optional (open for any PG programme) 
Course Credit: 2 
Course contact: 3 hours in a week (including 1 hr for tutorial/consultation) 
 
Course Description: This course is designed to introduce the key concepts and issues in India’s 
National Security, and develop essential analytical skills on understanding the current security 
challenges. Through this course you would be able to understanding the structure, process and 
threats involved in the Indian security system. It is expected that students come to class prepared, 
having read the mandatory texts and noted a few questions raised by them.  
 
Course Objective: The objective of this course is to create greater awareness about India’s 
National Security challenges, and to familiarize the students from other disciples about the 
multiple dimensions of national security challenges (including non-traditional security issues). 
 
Mode of Assessment:  
• Presentation and Assignment/Term Paper  - 20% 
• Mid-semester exam – 30% 
• End-semester exam – 50% 
 

Course Units 
UNIT -1: CONCEPTS AND THEORETICAL APPROACHES TO INDIA’S NATIONAL 
SECURITY  

• What is National Security? Whose security are we talking about? What count as security 
threats?   

• India’s traditional security issues and problems   

• National Security Strategy 
 
UNIT – 2: CONTEMPORARY INDIA’S NATIONAL SECURITY ISSUES AND CHALLENGES   

• India’s relations with Pakistan and China  

• Domestics security problems (Insurgencies, terrorism and Left-Wing Extremism) 

• Human Security, India’s non-traditional security challenges (environment, migrations, 
transnational organized crimes) 

• New Security Challenges: Space Security, Energy security, Cyber Security 

• Pandemic – A new security threat 
 

Suggested Readings 

• Anton Grizold (1994), ‘The Concept of National Security in the Contemporary World’, 
International Journal of World Peace, Vol: 11(3), pp: 37-53. 

• Satish Chandra & Rahil K Bhonsle (2015), ‘National Security: Concepts, Measurement 
and Management, Strategic Analysis, Volume: 39 (4). 

• Bajpai, Kanti (Ed.), India’s National Security: A Reader, India: Oxford University Press. 

• Harsh Pant, Ed. (2019),India’s Evolving National Security Agenda: Modi and Beyond, 
Seattle: Konark Publishers, 2019. 

• Subramaniam, Arjun (2016), India's Wars: A Military History, 1947-1971, Harper Collins.  



• Thapliyal, Uma Prasad (2018),Military History of India, Rupa.   

• Raghavan, Srinath (2016), India’s War: The Making of Modern South Asia 1939-1945, 
Allen Lane. 
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COURSE DETAILS 

 

CYBER SHIELD 

 

Introduction: With the advancement of Information Communication Technology and the 

great deal of data shared through internet has exhilarated the techno savoy young generation 

to indulge in cyber-crime. This Cyber Space and its IT arrangement are very much in danger 

to a wide range of threat stemming from both physical and cyber intimidations and hazards. 

As the cyber-crime is borderless and very emissary to handle, it needs extraordinary tools 

and technology in-order to prevent different types of Cyber-attacks and gather digital 

evidence without any kind of damage. For the admissibility of the evidence in the court, 

the evidence must be preserved and handled to ensure that it hasn’t been changed. Apart 

from this the rise and evolution of social media has changed the definition of 

communication and social interaction.Due to the anonymous nature of the Internet, it is 

possible to engage into a variety of criminal activities with impunity and people with 

intelligence, have been grossly misusing this aspect of the Internet to perpetuate criminal 

activities in cyberspace.Almost all strata of society appreciating use of internet and digital 

plate forms which prepares ground for cyber criminals to penetrate cyber users for their 

bad intentions. Awareness is the key to promote security of cyber world.  

1. Title of the Course: “CYBER SHIELD: CERTIFICTION COURSE” 

2. Subject:  Cyber Awareness  

3. Course-Commencement: with effect from September 2021 onwards 

4. Preamble: The course is based on initiative taken by Ministry of Home Affairs to create 

awareness among society regarding cyber world and risks associated with increasing use 

of E-Commerce, digital transaction and online activities. This certificate course is designed 

in order to keep the people well informed about the advances in Cyber crime and ways to 

conduct these crimes. This course would help the people to know Pros and Cons of Cyber 

World. 

5. Objectives of the Course: 

a. To develop positive approach towards Cyber use among people.   

b. To create Cyber awareness among all strata of society. 

c. To help the Government and it’s other machinery in developing a robust ecosystem for 

securing the cyber space.  



d. To facilitate the adequate information regarding Do’s and Don’ts to understand the 

severity of nature, ways and consequences of cyber crime. 

e. To create capable workforce who can help in strengthen cyber security. 

f. To enable learners to effectively help to draft baseline policy for social benefit, and 

National interests.  

g. To train learners with the effective use of Information and Communication tools for the 

purpose of mitigating risks arise from cyber use. 

h. To provide hands on experience of various Cyber Tools. 

 

6. Evaluation:    

Evaluation pattern will follow University Norms and will include end semester exam 

and sessional/presentation/assignment. 

 

7. Duration of the Course: As per the UGC Regulations the programme shall be an ad 

on course and the duration of the course will be of 2 credit course (2hours/week, 15 

week). 

 

8. Fee Structure: As per the UGC Regulations and University Ordinance 

 

9. Eligibility for Admission: As per University rule 

 

10. Medium of Instructions: The medium of instructions will be in English  

 

 

 

 

 

 

 

 



 

 

CYBER SHIELD 

 

(CYBER SAFE CURRICULAM) 

UNIT 1: Electronics Payments Mechanism and Regulations  

1.1 E-Payments: Concepts. Meaning, Natures, Types, Features, Advantages and 

Limitations. 

1.2 Plastic Money: Debit Card, Credit Card, Smart Card, 

1.3 Immediate Payment Systems: NEFT, RTGS, IPS 

1.4 Mobile Money Transfer and E-Wallets, E-Cash, E-Cheque, 

1.5 Unified Payments Interface:  BHIM app. Google Pay, Paytm, PhonePe.Amazon Pay, 

Bharat Pay etc. 

1.6 Cybercrimes in Electronic Payments: Identity Theft, Counter fitting, Duplicity, 

Forgery etc. 

1.7 Precautions in Electronics Money Transfer 

1.8 RBI Guidelines of Customer Protection in Unauthorized Banking Transactions 

1.9 KYC: Concept, cases, and safeguards. 

 

UNIT 2:0 Cyber Crimes and Safety 

          2.1 Introduction to cyber crimes: Nature, Classification, and prevention 

         2.2Types of Cybercrimes: phishing, identity theft, cyber stalking, cyber terrorism, cyber 

obscenity, computer vandalism, Ransom ware, Identity Theft, Hacking, Spamming, 

Unauthorised Access, Piracy, Denial of Service, Breach of Privacy, Publication of 

obscene material in electronic form, Cyber offences involving violatingdirections of 



Government or other competent authorities, Misrepresentation, Fraud related to 

Electronic signature  

          2.3Forgery and fraud from Mobile Devices: Account Takeovers, Carrier Data Breaches, 

Call Center Fraud, Subscription Fraud, Stolen Devices, Mobile malware, Phishing, 

Friendly Fraud, Premium SMS Fraud, Fraud via Prepaid Cards etc.  

         2.4Cyber risk associated with varied online activities and protection therefrom: Cyber 

attacks, Cyber Threats  

          2.5 Work on different digital platforms safely 

          2.6Online cybercrimes against woman and impersonation scams: Cyberstalking and 

cyber harassment, Stalkerware, Internet trolls, Cyberbullying, Roasting, Gender-

based interpersonal cybercrime, Sexting etc., Interpersonal cybercrime prevention 

          2.7 Security awareness on Wearable gadgets: Wearable Technology, Types of 

Wearable Gadgets, security concerns with wearable, Wearable Technology Security 

Issues 

          2.8 Safety in Online Financial transactions 

          2.9 Concept and use of Cyber Hygiene in daily life, Browser Security, WI-FI Security, 

UPI Security, Juice jacking, Google Map Security, OTP fraud, IOT Security, E-Mails. 

         2.10 Reporting of Cyber crime: Resources Available resources, 

UNIT 3.0 Introduction to Social Networks 

3.1Social Network and Its contents, blogs 

3.2 Safe and Proper use of Social Networks: Social media etiquettes,   

3.3Inappropriate Content on Social Networks: Liability of Person in case of inappropriate 

posting, 

3.4 Flagging and reporting of Inappropriate Content 

3.5 Laws regarding posting of Inappropriate Content: Provision of Information 

Technology Act 200(2008) to regulate Social Media, Government’s initiative  



UNIT 4:0: Introduction to Information and Technology Act , 2000 ( IT Act ) and its use in 

Cyber space 

4.1: Concepts as defined IT Act 

4.2: Communication Device: Data, Information, Types of Devices  

4.3: Computer, Cyber Security, Data Security: Introduction of Cyber Security, Model of 

Cyber Security, Importance of Cyber Security 

4.4: Secure System: Meaning, Definition,Legal Assumptions of secure system. 

4.5: On line Gaming and its risks: Types of online games, risks of online gaming, Online 

Game Addiction, Recognising the signs, Advice to support children 

4.6: Basic concepts of Block chain and Crypto currency: What is blockchain, blockchain 

technology, Howdoes block chain work, What is cryptocurrency, How do 

cryptocurrencies work, The pros and cons of cryptocurrency 
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Course on Computer Basics 

Course Code:  

Course Type:  

Credit: 02 

Contact Hours: 3 hours per week (including 1 hr consultation/tutorial) 

  

Course Description:  

This course is designed to aim at imparting a basic level IT Literacy programme for the 

common man. This programme has essentially been conceived with an idea of giving an 

opportunity to the common man to attain computer literacy thereby contributing to 

increased and speedy PC penetration in different walks of life.  

After completing the course the incumbent should be able to the use the computer for basic 

purposes of preparing his personnel/business letters, viewing information on internet (the 

web), receiving and sending mails, preparing his business presentations, preparing small 

databases etc. This helps the small business communities, housewives, etc. to maintain their 

small accounts using the computers and enjoy in the world of Information Technology. This 

course is, therefore, designed to be more practical oriented. 

.  

 

Course Objective 

 

The course is designed to equip a person to use computers for professional as well as day to 

day use. It provides theoretical background as well as in depth knowledge of Software/ 

packages. After completing the course the incumbent will be digitally literate and will be able 

to: 

▪ Acquire confidence in using computer techniques available to users; 

▪ Recognise the basic components of computers and terminology; 

▪ Understand data, information and file management; 

▪ Create documents using Word processor, Spread sheet & Presentation Software; 

▪ Understand computer networks, and browse the internet, content search, email and 

collaborate with peers; 

▪ Use e-governance applications; and use computer to improve existing skills and learn 

new skills 



▪ Use internet for digital financial services. The module on financial literacy will enable 

the individuals to understand the various financial services and be aware of the 

various schemes of Government of India. 

 

Eligibility: For interested student enrolled in P.G. /Research programme 

Duration:   72 Hours (20 weeks) 

Course Fee: Subject matter of higher authorities. 

Exam Cycle: Mid semester ( 03 Month)  , End Semester Exam (06 Month )  

 

 

 

Mode of Assessment:  

• 20% Presentation and Assignment/Term Paper 

• 30% Mid-semester exam 

• 50% End-semester exam 

 

Course Units 
 

UNIT -1: INTRODUCTION  

• Overview of the computer 

• Introduction to GUI Based Operating System 

• Elements of Word Processing 

• Databases 

 

UNIT -2: COMMUNICATION THROUGH COMPUTER  

 

• Computer communication and Internet 

• WWW and web browsers 

• Communication and Collaboration 

• Presentation skill 

 


